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Average Salary 
50k 62k 

40k 90k 

How can these guys calculate 
their average salary without 
telling each other what their 

salaries are? 



Average Salary 
50k 62k 

40k 90k 

R = rand(1M) 

(R+62k) mod 1M 

(R+62k+90k) mod 1M 

(R+62k+90k+40k) mod 1M 



Average Salary 
50k 62k 

40k 90k 

R = rand(1M) 

(R+62k) mod 1M 

(R+62k+90k) mod 1M 

(R+62k+90k+40k) mod 1M 
SUM = 
242k 



How many messages required 
with N participants? 

O(N) 



The guarantee is that (as long as 
all parties follow the protocol) 
nobody learns anything other 

than what can be learned from 
the sum of  the secret salaries 



How Can You Cheat? 

50k 62k 

40k 90k 

R = rand(1M) 

(R+62k) mod 1M 

(R+62k+90k) mod 1M 

(R+62k+90k+40k) mod 1M 



A More Secure Protocol 



50k 62k 

40k 90k 

Pick random r1, r2, r3 (mod 1M) 
Set r1+r2+r3+r4 = 50k (mod 1M) 

r2 

r3 

r4 

Pick random s1, s2, s3 (mod 1M) 
Set s1+s2+s3+s4 = 62k (mod 1M) 

s3 

s1 

s4 

Pick random u1, u2, u3 (mod 1M) 
Set u1+u2+u3+u4 = 40k (mod 1M) 

Pick random t1, t2, t3 (mod 1M) 
Set t1+t2+t3+t4 = 90k (mod 1M) 

u3 

t4 

u1 t2 t1 

u2 



50k 62k 

40k 90k 

Pick random r1, r2, r3 (mod 1M) 
Set r1+r2+r3+r4 = 50k (mod 1M) 

Pick random s1, s2, s3 (mod 1M) 
Set s1+s2+s3+s4 = 62k (mod 1M) 

Pick random u1, u2, u3 (mod 1M) 
Set u1+u2+u3+u4 = 40k (mod 1M) 

Pick random t1, t2, t3 (mod 1M) 
Set t1+t2+t3+t4 = 90k (mod 1M) 

r1+s1+t1+u1 
(mod 1M) 

r4+s4+t4+u4 
(mod 1M) 

r3+s3+t3+u3 
(mod 1M) 

r2+s2+t2+u2 
(mod 1M) 

+ 



How many messages required 
with N participants? 

O(N2) 



How do you do anonymous 
communication? 



Anonymous Communication 

(0,..,0,M1,0,..,0) 

(0,0,…,M4,…0) (M3,0,…,0) 

(0,M2,0…,0) 

(0,…,M1,…,M2,…,M3,…,M4,…0) 
The sum equals: 



How do you identify 
yourself  to a Website? 



Reuse of  Passwords 
27% of  username/passwords on 

espgame.org matched username/
passwords from either Yahoo! or 

Hotmail 



Untrusted Terminal 
How do you know the cluster 

machine is not running a key logger? 







Biometrics 
Expensive 

Nobody knows how secure they really are 

Not revocable 

Every time you touch something, you 
leave your fingerprint there 



Research Question: Human Doable 
Challenge-Response System 

challenge 

+*() 

F(challenge) 

If  somebody sees N pairs (Y, F(Y)), they still 
cannot compute F(X) for some X they haven’t seen 



Failed Example 
F(X) = 3X + 2X2 

After you see (X,F(X)) for two different values 
of  X, you can learn the secret function 



Research Question: Human Doable 
Challenge-Response System 

challenge 

+*() 

F(challenge) 

If  somebody sees N pairs (Y, F(Y)), they still 
cannot compute F(X) for some X they haven’t seen 



g2g 
ttyl 


